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OLUCAQ DIGITAL
VIGILANCIA:
NJOS E DEMONI|OS?

EUA e da China nas tecnologias digitais? Quais sao e
atérias-primas cruciais para a revolugao digital? Que
erdades e a democracia dos cidadaos a vigilancia por
estados e corporagoes?

IGITAL REVOLUTION
ND SURVEILLANCE:
N ANGELS AND DEMONS?

& China dominance on digital technology? Which
ities are vital for digital revolution and who controls
itizens' democracy and freedom being threatened by
corporation, state surveillance?



Os oradores debateram o impacto da transformacao digital,
quer nas questodes da vigilancia, privacidade e protecao de da-
dos, quer na sua relacao com as dindamicas geopoliticas e geoe-
conémicas mundiais. Existe um hiato entre o nivel de introducao
de tecnologia no nosso dia-a-dia e a capacidade que temos, en-
quanto sociedade, para a utilizar de forma segura, gerando vul-
nerabilidades. A Unido Europeia tem tentado liderar a regulacao
nesta matéria, mas com fracos resultados. Para além dos blocos
da China e EUA, que papel pode a Unidao Europeia desempenhar
em todo o conjunto tecnoldgico ligado a Internet 3.0?

Speakers discussed the impact of digital transformation, both
on surveillance, privacy and data protection issues, as well as
in its interlinkages with global geopolitical and geoeconomic dy-
namics. There is a gap between the level of introduction of tech-
nology in our daily lives and the ability we have, as a society, to
use it safely, therefore generating vulnerabilities. The European
Union has tried to lead regulation in this matter, but with poor
results. Beyond the China and US blocks, what role can the Eu-
ropean Union play in the whole in the whole technology stack
for Internet 3.0?



A transicao digital esta no topo das prioridades de quase
todos os paises ocidentais, o que implica mais servicos publicos
e privados online, mais dispositivos ligados de todo o tipo, aquilo
gue designamos de Internet of Everything e também mais utili-
zadores destas tecnologias e servigos, conforme salientado por
Lino Santos.

Paralelamente, assistimos a uma competicdo e até a uma
corrida entre blocos geopoliticos, os Estados Unidos, a China e a
Europa, por aquilo que podemos designar de supremacia digital,
ou seja, um investimento muito robusto em tecnologias avangadas
gue se cré serem disruptivas, numa logica de ganhar vantagem
competitiva e também de soberania tecnoldgica. Estas tecnologias
incluem ndo so a inteligéncia artificial, as tecnologias quanticas e
blockchain, mas também operacoes ofensivas ligadas a uma corri-
da ao armamento no ciberespaco, como forma de vantagem com-
petitiva para os Estados.

Na ultima década, as empresas mais valiosas no mercado
deixaram de ser as empresas de energia e da industria automavel
para passarem a ser as da industria tecnologica. Além disso, verifi-
Ca-Se uma concentracao neste setor, criando algumas assimetrias
e monopolios poderosos.

Como afirmado pela autora Shoshana Zuboff, o valor destas
empresas estd diretamente ligado a sua capacidade para recolher
dados. Sdo dados de todos nos, porque neste caso NGs SOMOS 0
produto. Zuboff vai um pouco mais longe ao afirmar que nés so-
mos a fonte para todos os produtos existentes ou ainda por criar,
0 que profetiza uma coleta de dados sobre tudo o que for possivel.
Numa outra perspetiva, esta coleta de dados permite o surgimento
de empresas especializadas em intelligence, em servicos de in-
formagao privados. E nesse contexto, é de assinalar que a melhor
informacdo sobre ciberseguranca é detida por empresas privadas
e n3o por Estados.

Salienta-se aqui o conceito de vulnerabilidade societal, em
gue o tema da ciberseguranca é descentrado da tecnologia e cen-
trado nas pessoas, ou seja, nesta vulnerabilidade e incapacidade
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The digital transition is one of the top priorities of almost
all western countries, which entails more public and private on-
line services, more connected devices of all kinds, what we call
the Internet of Everything and also more users of these technol-
ogies and services, as highlighted by Lino Santos.

At the same time, we are witnessing a competition and even
a race between geopolitical blocs, the United States, China and
Europe, for what we may call digital supremacy, meaning a very
robust investment in advanced technologies that are believed
to be disruptive, aiming to gain competitive advantage and also
technological sovereignty. These technologies include not only
artificial intelligence, quantum technologies and blockchain but
also offensive operations linked to an arms race in cyberspace,
as a form of competitive advantage for states.

In the last decade, the most valuable companies in the
market have shifted from energy and automotive industry to
those operating in the hi-tech industry. In addition, there is a
concentration in this sector, generating some asymmetries and
powerful monopolies.

As author Shoshana Zuboff argues, the value of these com-
panies is directly linked to their data collection ability. These
are data from all of us because, in this case, we are the product.
Zuboff goes a step further by stating that we are the source for
all existing or yet to be created products, which prophesies data
collection about everything possible. On a different note, data
collection allows the emergence of businesses specialised in in-
telligence and private information services. And in this context,
it should be noted that the best information on cybersecurity is
held by private companies and not by States.

The concept of societal vulnerability should be noted,
which moves the focus of cybersecurity from technology to
people, namely in this vulnerability and inability that citizens,
companies and organisations have to deal with security linked
to technology introduced to the market. This embodies a gap
between the level of technological introduction in our daily lives
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gue cidadaos, empresas e organizagdes tém para lidar com a se-
guranga ligada a tecnologia que € introduzida no mercado. Isto
materializa um hiato entre o nivel de introducdo de tecnologia no
nosso dia-a-dia e a capacidade que temos, enquanto sociedade,
para a utilizar de forma segura. A ciberseguranga existe principal-
mente para resolver este problema, mais do que para responder a
problemas dos sistemas informaticos.

Temos vindo a assistir a um conjunto de ataques com impac-
to na nossa sociedade, muitos deles visando a seguranga da infor-
magcao. No entanto, temos também de nos preocupar com outro
tipo de atagues, como é o caso da interferéncia em eleigoes livres
e justas, ou a desinformagao, 0s quais nao tém a ver com sistemas
de informagao, mas sim com a forma como a tecnologia é intro-
duzida na sociedade e as alteragoes que produz no tecido social.

A solugao para esta vulnerabilidade societal passa por duas
linhas de agao. Por um lado, a regulacao da tecnologia, de forma
a precaver e evitar impactos negativos destas tecnologias que
ainda nao estamos preparados para usar de forma segura. Por
outro lado, a literacia digital e o desenvolvimento de capacidades
dos cidadaos e das empresas.

Temos vindo a assistir a um conjunto de
atagues com impacto na nossa sociedade.
Muitos deles visam a seguranca da
informacdo. Mas temos de nos comecgar a
preocupar com outro tipo de ataques, como
a interferéncia em eleicées livres e justas,
a desinformacao e outros dominios que
ndo tém diretamente a ver com sistemas
de informagdo, mas com as alteracées que
essa tecnologia produz no tecido social.

and the ability we have, as a society, to use it safely. Cyber-
security exists primarily to solve this problem, rather than to
respond to computer systems' problems.

We have been witnessing a series of attacks with an im-
pact on our society, many of them aimed at information security.
However, we also have to worry about other types of attacks,
such as interference in free and fair elections, or disinforma-
tion, which have nothing to do with information systems but
with the way technology is introduced in society and the chang-
es it produces in the social fabric.

The solution to this societal vulnerability involves two
lines of action. On the one hand, the regulation of technology, in
order to prevent and avoid the negative impacts of these tech-
nologies that we are not yet prepared to use safely. On the other
hand, digital literacy and capacity development of citizens and
companies.

We have been witnessing a series of
attacks with an impact on our society.
Many of them targeted to information
security. But we have to start worrying
about other types of attacks, such as
Iinterference in free and fair elections,
disinformation and other issues that are
not directly linked to information systems,
but with the changes that this technology
produces in the social fabric.

LINO SANTOS
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No dominio da regulagao, tem-se verificado uma evolugao
muito significativa na Unido Europeia, com um processo de desco-
berta sobre como regular a tecnologia e assumindo uma postura
de lideranga e inovacao, como mencionado por Graga Canto Moniz.
Existe legislagao sobre prote¢ao de dados desde 2016 e estao a ser
debatidos ou prestes a ser aprovados varios diplomas em matéria
de inteligéncia artificial, de regulagao dos servigos digitais e dos
chamados mercados digitais. Estamos, assim, numa fase de transi-
¢ao e também de teste, pois os legisladores e juristas tém alguma
dificuldade em compreender todas as implicagdes da relagao com
a tecnologia.

0 momento de viragem & extensivel as empresas e ao mundo
dos negdcios, ja que, cada vez mais, a comunidade empresarial se
demonstra preocupada nao apenas com questdes de privacidade e
de ciberseguranga, mas igualmente com questdes ligadas ao pro-
posito das suas atividades. A questdo do stakeholder capitalism
ou o atual debate em torno dos fatores ambientais, sociais e de
governanca (ESG) sdo exemplos dessa intencdo de construir um
“business as a force for good', ou seja, de pretender traduzir os
negdcios numa vocagao ética, com um propdsito, com preocupa-
¢oes ambientais e com uma preocupagao sobre as questdes da
privacidade e da protecao dos dados pessoais.

Existem, todavia, muitas coisas a melhorar. Relativamente
a vigilancia, desde 2014, com as revelagoes de Edward Snowden,
tem-se verificado uma pressdo maior, ndo s6 ao nivel da Unido
Europeia mas também nos Estados Unidos, para corrigir algumas
praticas abusivas de vigilancia. Um dos problemas, em particular
nos Estados Unidos, é o facto de esses programas de vigilancia
utilizarem tecnologia e recolherem informagao dos cidadaos de
forma massiva e indiscriminada, em parceria com empresas do
setor privado. Um dos pontos onde nao tem havido melhorias é,
exatamente, a necessidade de avaliarmos a eficacia destas meto-
dologias que estdo amplamente assentes nessa recolha de infor-
macgao sobre as pessoas.

Por outro lado, nesta fase de transicao para uma era da In-
ternet 3.0., vemos que 0s principais intervenientes, os gigantes
tecnoldgicos estdo mais pressionados pelo ambiente regulatoério
existente. Muito recentemente, a medida que o ambiente tecnol6-
gico avanga para discussoes sobre 0 metaverso e sobre a descen-
tralizacao da Internet, as grandes tecnolégicas mostram-se mais
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There has been very significant progress in the European
Union within a process of discovering how to regulate technol-
ogy, with leadership and innovation, as mentioned by Graca
Canto Moniz. Legislation on data protection is in place since
2016 and various pieces of legislation on artificial intelligence,
regulation of digital services and so-called digital markets are
under discussion or about to be approved. We are therefore in
a transitional and trial phase, as legislators and jurists have
some difficulty in understanding all the implications of the re-
lationship with technology.

This turning point extends to companies and the business
world, as the business community is increasingly concerned
not only with privacy and cybersecurity issues but also with
issues pertaining the purpose of its activities. Stakeholder
capitalism or the current debate around Environmental, Social
and Governance (ESG) are examples of this intention to build
“business as a force for good”, translating business into an eth-
ical vocation, with a purpose, with environmental concerns and
also regarding protection of personal data and privacy.

There are, however, many things to improve. With regard
to surveillance, there has been greater pressure since 2014,
with Edward Snowden’s revelations, to correct some abusive
practices of surveillance, not only in the European Union but
also in the United States. One of the problems, particularly
in the United States, is the fact that these surveillance pro-
grammes use technology and collect information from citizens
massively and indiscriminately, in partnership with private
sector companies. One of the points without improvement is
precisely the need to assess the effectiveness of these method-
ologies that are largely based on gathering information about
people.

On the other hand, in this phase of transition to the era of
Web 3.0, the main players, the technological giants are more
pressured by the existing regulatory environment. Very re-
cently, as the technological environment progresses towards
discussions on the metaverse and on the Internet's decen-
tralisation, the big tech companies are showing an increased
awareness, at least in their marketing, with the issue of data
privacy and individual rights. For example, in one of Meta's
latest novelties, a recently launched glasses, the company's
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sensibilizadas, pelo menos na sua agao de marketing, com o tema
da privacidade de dados e dos direitos das pessoas. Por exemplo,
numa das ultimas novidades da Meta, uns éculos recentemente
langados, foi visivel a preocupagao por parte da empresa, na sua
acao de marketing, em garantir que os dados recolhidos sao ape-
nas guardados nesse aparelho e depois apagados rapidamente.

Daniela Braga confirmou essa mudancga de atitude por par-
te das empresas nos ultimos anos, incluindo nos Estados Unidos.
Para quem trabalha na area da segurancga de dados e na criagao
e simulagdo de dados com pessoas, era evidente que, nao s6 do
ponto de vista de consisténcia mas também de consentimento dos
dados, teria de haver uma viragem na area da regulagao e privaci-
dade. O Regulamento Geral de Protecao de Dados da Unigo Euro-
peia (RGPD) esta em vigor desde meados de 2018. Nas tecnologias
de transformacao digital, a inteligéncia artificial € um instrumento
de acelerador e, até muito recentemente, as grandes empresas
tecnologicas recolhiam uma grande quantidade de dados apenas
com consentimentos do tipo de “aceitagao dos termos e servicos”,
ou seja, com métodos de consentimento mais implicitos do que ex-
plicitos. Nos Ultimos anos, e particularmente desde 2021, tornou-
-se muito mais evidente o cuidado que essas grandes empresas
tém em nao tocar nos dados dos clientes.

A Europa tem impulsionado muito a questao da regulamen-
tacao, mas mesmo nos Estados Unidos ja existem mais de vinte
leis em varios estados que mencionam a inteligéncia artificial e a
privacidade dos dados. Na forma de atuagao da Defined.ai, existem
contratos de confidencialidade e a anonimizagao dos dados é ga-
rantida, ou seja, apesar de haver recolha de informacao sobre as
pessoas para construir um conjunto de dados representativo, o
gue é entregue ao cliente ndo permite qualquer rastreabilidade in-
dividual. Existe todo um caminho ainda a percorrer noutras areas
ligadas aos dados, nomeadamente no que respeita aos direitos da
sociedade civil e direitos de autor, uma vez que ndo estd muito
claro o que pode ser utilizado na recolha de informacao da internet
através de web scraping.
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concern in its marketing action was visible in ensuring that the
collected data is only stored on that device and then quickly
deleted.

Daniela Braga confirmed this change in attitude by com-
panies in recent years, including in the United States. For any-
one working in the area of data security and data creation and
simulation with people, it became clear that, not only from the
point of view of consistency but also data consent, there would
have to be a shift in the area of regulation and privacy. The EU
General Data Protection Regulation (GDPR) became enforce-
able in mid-2018. In digital transformation technologies, arti-
ficial intelligence is an accelerator instrument and, until very
recently, big tech companies collected a large amount of data
only with “acceptance of terms and services”, i.e., with more
implicit than explicit consent methods. In recent years, and
particularly since 2021, it has become much more obvious how
careful these large companies are not to touch customer data.

Europe has been significantly pushing for regulation, but
even in the United States there are already more than twenty
bills in several states that mention artificial intelligence and
data privacy. In the way Defined.ai operates, there are non-dis-
closure agreement and the anonymisation of data is guaran-
teed, which means that although there is collection of infor-
mation about people to build a representative dataset, what is
delivered to the customer does not allow any individual tracea-
bility. There is still a long way to go in other data-related areas,
notably with regard to civil society rights and copyright, since
it is not very clear what can be used in collecting Internet in-
formation through web scraping.
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Soumitra Dutta acrescentou a identificagao de outros proble-
mas e preocupagdes no contexto global da transicao digital.

Tanto na China como nos Estados Unidos, a digitalizagao
tem sido impulsionada por gigantes digitais, empresas de grande
dimensao que constroem jardins murados com grandes ecossis-
temas e, essencialmente, convidam empresas e consumidores a
jogar nesses ecossistemas. O resto do mundo, da Europa & Afri-
ca ou a América Latina, estd a ser pressionado para escolher o
ecossistema do qual deseja fazer parte, 0 americano ou o chinés.
Na Europa, existem grandes empresas de tecnologia, mas com
excecdo da SO Systems (focada em experiéncias digitais 3D para
diversos setores), ndo existem empresas digitais que sejam real-
mente baseadas em dados - e essa é uma dura realidade que te-
mos de aceitar. Isso é uma preocupacao, porque como ¢ possivel
impulsionar a digitalizagdo se nao existem intervenientes a nivel
domeéstico/nacional?

A regulamentacao e a privacidade estao baseadas em filoso-
fias diversas. Tanto os Estados Unidos como a China tém filosofias
muito claras: no primeiro, o proprietario dos dados sdo as empre-
sas e, no segundo, é o governo. A filosofia europeia é a de que o
dono dos dados é o cliente, o que significa que, em consonancia
com o RGPD, é obrigatdrio solicitar a autorizagdo ao cliente antes
da utilizacao dos dados.

A realidade é que o GDPR ndo funciona, sendo inaplicavel na
pratica. Por um lado, a maioria dos clientes assina longos acordos
legais sem sequer olhar para os detalhes, para além de ndo terem
capacidade para compreender as implicagdes, uma vez que basi-
camente estao a entregar os dados a essas grandes empresas.
Por outro lado, os algoritmos usados para analise de dados sao
cada vez mais complexos e dificeis de entender. Os algoritmos de
|A sdo cada vez mais baseados em matematica avancada e distan-
ciam-se da forma como 0s humanos pensam, pelo que ninguém,
incluindo os préprios gigantes da tecnologia, pode realmente com-
preender a razao ou a forma de producao de certos resultados na
IA. O futuro ndo parece, portanto, muito otimista relativamente a
regulacdo. A Europa gosta de afirmar que é um poder regulatério
mas, na realidade, os regulamentos podem ser elaborados e apro-
vados sem que exista poder para os aplicar.

Indo além das economias digitais dos EUA e da China, as pos-
sibilidades para o resto do mundo parecem ser bastante limitadas.
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Soumitra Dutta added the identification of other problems
and concerns in the global context of digital transition. Both
in China and the US, digitalisation has been driven by digital
giants, big companies that form walled gardens of large ecosys-
tems and essentially invite companies and consumers to play in
those ecosystems. The rest of the word, from Europe to Africa
or Latin America, is being pressured to choose the ecosystem
they want to be part of, the US or the Chinese one. In Europe,
there are great technology companies, but with the exception of
the SO Systems (focused on 3D digital experiences for various
sectors) there are no digital companies that are really based on
data - and this is a harsh reality that we have to accept. That
is a concern, because how is it possible to drive digitalisation if
there are no players at domestic/national level?

There are different philosophies underpinning regulation
and privacy. Both the US and China have very clear philos-
ophies: in the US companies own the data, and in China the
government owns the data. The European philosophy is that
the customer owns the data, which means that according to
GDPR it is mandatory to ask permission to the customer before
the data are used.

The reality is that GDPR does not work, it is unenforcea-
ble in practice. On the one hand, most customers just sign off
on long legal agreements without looking at the details and
are also uncapable of understanding the implications, because
they are basically signing off the data to these large companies.
On the other hand, the algorithms that are being used for data
analysis are increasingly complex and difficult to understand.
The Al algorithms are more and more mathematics-based and
more and more unlike how humans think, and no one, includ-
ing the tech giant themselves, can really understand why or
how the Al is actually producing certain results. Therefore, the
future seems not very optimistic regarding regulation. Europe
likes to state it is a regulation power, but in fact the regulations
can be drafted and approved while there is not much power to
enforce them.

Beyond the US and Chinese digital economies, the possi-
bilities for the rest of the world seem very limited. Neverthe-
less, there are now some signs of a promising third way being
shown by India. India Stack is a project of creating a unified
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Contudo, existem atualmente alguns sinais de uma terceira via
promissora na india. O “India Stack” é um projeto de criacdo de
uma plataforma de software unificada para colocar a populacao
indiana na era digital. Na Ultima década, além de ter construido um
banco de dados biométricos de toda a populagao - cerca de 1,2 mil
milhoes de pessoas -, foi disponibilizado gratuitamente para todas
as empresas um conjunto de programas de computador abertos
(API - application programming interface) com o objetivo de pro-
mover a disponibilizagao de servigos digitais e desmaterializados.
Isso inclui a assinatura digital de documentos, armazenamen-
to digital de documentos, transagoes financeiras numa interface
de pagamentos (UPI - Unified Payments Interface), entre outros
exemplos. Verifica-se um aumento exponencial de utilizadores, na
india e no exterior, sendo que até o Google Pay estd a utilizar o UP
como método basico de realizar transagoes. Este sistema é publico
e gratuito para qualquer empresa, consistindo numa forma muito
mais democratizada e “bottom-up” de digitalizar a economia.

A realidade é que hoje ninguém, incluindo
0S proprios gigantes da tecnologia, pode
entender plenamente porqué ou como a IA
esta realmente a produzir os resultados,
ja que a IA esta a tornar-se cada vez mais
inexplicavel. O RGPD, mesmo que se tente
aplica-lo, é na realidade inaplicavel porque
ndo ha forma de entender o que esta a
acontecer nos algoritmos subjacentes.

software platform to bring India's population into the digital
age. Besides building a biometric database for the entire pop-
ulation - about 1.2 billion people - in the last decade, a set of
open computer programmes (API - application programming
interface) were given free to any company, aiming to go to-
wards presence-less, paperless, and cashless service deliver.
This includes digital signing of documents, digital lockers for
storing documents, financial transactions on a payment inter-
face (UPI - Unified Payments Interface), among other examples.
There is an exponential rise in users, and everyone in India and
beyond, even Google Pay, are using UPI as the basic method of
conducting transactions. This system is public and free for any
company, which is a much more bottom-up democratised way
of digitalising the economy.

We have to ask the question of what kind of digital world
are we looking at in the future. Europe has definitively missed
the train of Web 2.0 generation, which is now dominated by

The reality today is that no one, including
the tech giant themselves, can fully
understand why or how the Al is actually
producing the results, as the Al is
increasingly moving towards becoming
unexplainable. The GDPR, even if you try
to enforce it, is in reality unenforceable
because there is no way you can actually
understand what is happening in the
algorithms behind.

SOUMITRA DUTTA

Devemos interrogarmo-nos sobre que tipo de mundo digital
pretendemos para o futuro. A Europa perdeu definitivamente o
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American and Chinese companies. But Web 3.0 is now at the
same level of Web 2.0 development in early 1990s when there
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comboio da geragao Web 2.0, agora dominada por empresas ame-
ricanas e chinesas. Mas a Web 3.0 esta atualmente no mesmo nivel
de desenvolvimento da Web 2.0 no inicio dos anos 1990, quando se
tentou comegar a construir os sistemas de base. Sabemos que o
controlo é muito mais descentralizado na Web 3.0, sendo necessa-
rio todo um conjunto tecnoldgico para garantir que estes tipos de
arquiteturas descentralizadas estejam em funcionamento e devi-
damente operacionais. Em suma, existe um espago enorme para
inovagao e empreendedorismo, uma vez que o conjunto das tecno-
logias na Web 3.0 ainda nao foi construido, nem nos EUA, nem na
China ou na Europa.

A Europa sempre teve uma atuagao forte em educagao e 1&D,
pelo que deve penetrar no fenémeno da Web 3.0, estimular a ino-
vacdo nessa drea e ajudar as novas empresas de alta tecnologia
a crescer e a prosperar. Nesta perspetiva, as politicas na Unido
Europeia devem ser direcionadas para a inovagao na Web 3.0, por-
gue isso acabard por ajudar a garantir as questdes da privacidade,
ao invés de investir muito tempo e esforco em regulamentos com
pouca utilidade.

Conferéncia de Lisboa - 5 _ 2022
Lisbon Conference - 5

was an attempt to start building the systems. We know that
ownership is much more decentralised in Web 3.0, and a whole
technology stack is needed to ensure these kinds of decentral-
ised architectures are working and operational. In sum, there
is an enormous space for innovation and entrepreneurship in
this matter, as the technology stack has not been built, neither
in the US, nor in China or in Europe.

Europe has always been strong on education and R&D and
should therefore jump on to the Web 3.0 phenomena, spark in-
novation in that area and help the new high-tech companies
to grow and prosper. From this viewpoint, the policies in the
European Union should be directed towards Web 3.0 innova-
tion because this will ultimately help to guarantee the privacy,
rather than spending a lot of time and effort in regulations that
are almost useless.
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THE IMMENSITY AND COMPLEXITY OF THE WORLD
BEYOND OUR MENTAL AND CULTURAL BORDERS

We, humans, tend to be very self-centred. This is usu-
ally the double effect of our limited focus and scope. When
we focus on a way of seeing, we become blind to alternative
possibilities. Because we define that our point of view is the
starting point to understand the world, we cannot imagine it
can be understood from many others starting points of view.

The Greeks imagined the navel of the world to be
somewhere in Pontus, between the Greek islands and Per-
sia. In the Middle Ages, Christians shifted the navel of the
world to Jerusalem, a move that hardly matches Chinese,
Indian, Aztec, or Australian notions of geographic and sym-
bolic positionality. We may intellectually acknowledge that
other people have other views and other focuses, but we
are never prepared to give them the right of precedence
over ours.
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In today's geopolitical and geoeconomics discussions,
it is common to hear that we are facing a reordering and
rebalancing of the world's affairs that implies a shift of cen-
trality from the so-called West. Usually this means the shift
from the Atlantic axis to Asia or Eurasia. Maybe this reading
makes any good sense, but we must admit that it is part of
an antagonistic understanding of power balance.

Until the Industrial Revolution, that is, until the West-
ern countries began mastering and controlling hydrocarbon
energy, London, Paris, Berlin or Amsterdam would never
feature as capitals with any centrality or relevance, as Eu-
ropeans looked up to India and China as unmatched civili-
sations. Now, gradually, pessimistic narratives lament the
possible end of Euro-American centrality and the rise of
new competing powers.

Simultaneously, we hear of a renovated, anti-colonial
discursivity coming from various quarters, challenging the
Western notions of Western-inspired globalisation. Presi-
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dent Xi Jinping has more than once remarked that China’s
role is to free the world from the evils of Western predatory
capitalism and overcome the century of humiliation - in his
words. He has pointed to British, US, French and German
historical responsibility in the tragedies that China has had
to endure throughout the 20* century.

India’s prime minister, as well as Russia’s presidents,
have also uttered similar complaints. Such kind of remarks
are usually brushed off by Western thinkers and politicians
as self-serving musings of autocrats unwilling to fully
grasp the goodness of Western inspired democratic values.
But again, how can we understand the world matters, if not
through our own eyes, from our own point of view?

Afghanistan may rightly apply to be today's navel of
the world. It has been known to be the Cemetery of Empires,
and Alexander the Great, who has been seen in the West
as the uniter of the East and West, a symbol of a unified
Eurasia, has ended his oriental drive in Afghanistan. The
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Mongols, the British, the Soviets, and lately the American
led NATO, have met bitter fates in Afghanistan. Therefore,
legitimate doubts can be raised about the official narrative
surrounding the pull-out of forces from Kabul after 20 years
of benevolent occupation of the country.

Two factors underpin possible doubts about this narra-
tive. First, news of Chinese interest in the country, namely
eyeing its immense resources in rare earth minerals, which
are crucial for the chip industry and for battery powered
motorisation. Secondly, renovated interest in oil and gas
pipelining through Afghanistan to connect Central Asia and
Russia to Pakistan, India and beyond. In the early 90s, US
oil digging companies developed complex exploratory pro-
jects to link the Pakistani gas and oil sites to the Pakistani
shores. That was shelved because the friendly Northern
League could not overwhelm the Pashtun Taliban, and 20
years of liberation of Afghanistan have not managed to res-
urrect these old projects.
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But suddenly, a few months after the NATO retreat, the
Chinese Government quietly announced that the gigantic
Belt and Road Initiative, the so-called New Silk Road, would
extend southwards to include an extension meant to en-
compass Afghanistan. That discreet note did not make any
headlines in the Western media as usually doesn’t anything
related to the incremental expansion of the Belt and Road
Initiative throughout the Central Asian Steppes, or the deals
agreed upon in Samarkand at the last summit of the Shang-
hai Cooperation Organisation, where India, Pakistan and
China shelved their divergences, welcomed lran, agreed
on Turkey's observer status and schmoosed with Russia’s
president.

A new basket currency that sidelines the dollar is be-
ing planned together with a new banking system, and new
energetic and digital networks linking the 68 countries that
belong to the Shanghai Cooperation Organisation and com-
prise more than half of the humanity. The West, very sym-
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bolically, was more concerned with the collective mourning
of the last head of the late British Empire, Queen Elizabeth,
the Second. In other terms, Westerners have opted to look
at the navel rather than the horizon.

This is simply to note that there are things going on in
the world beyond our Western eyes that we either do not
wish to acknowledge, to highlight, or even to comprehend,
let alone trying to embrace any alternative views in this
seismic shift in world affairs.

Interpretations based on opposing ideological catego-
ries such as democracy versus autocracy, universal values
versus relativist or regional values, freedom versus op-
pression, which can be seen as new iterations of the old
adage “the West versus the rest” are not helpful to grasp
the immensity and complexity of the world beyond our men-
tal and cultural borders. What or who gives me the right to
judge what | do not know and magically convince myself
that my eyes are better equipped to see the world? This
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does not mean to defend the relativist, self-deprecating
stance, but only to doubt the power of my own interpreta-
tion, conditioned by my cultural semantics, my geographic
and historical prism. This suggests that we would do better
by adopting a less arrogant, self-centred posture.

There is an Orwellian impression that two major blocs
are being formed. One that is majorly oceanic and relies
on seabed cable networks that link the Atlantic, the Indi-
an Ocean and the Pacific, through which State hegemony
reinforces digital spying control. It could be called the six
plus one, the one being Sweden that sits on top of the heav-
iest flux of submarine cables. And another hegemon that
stretches throughout the immense continent of Eurasia and
relies mostly on land based connecting networks.
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If this view makes any sense, we may consider that
detaching the third economic power that is Germany - and
consequently all of Western Europe - from Eurasia, is a step
that essentially favours the oceanic powers in the sense
that it weakens the economic, political, and networking ef-
fects of the Belt and Road Initiative. It is difficult to imagine
what lies ahead from an Eastern perspective. But in such
context, the European Union's future seems quite grim. If
the Slavic word “Ukraina” means “on the periphery”, Eu-
rope may be about to become Ukraina.

SOURCE: INTERVENTION BY MANUEL JOAO RAMOS
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Graca Canto Moniz contrariou a ideia de que o RGPD nao é
exequivel ou aplicado na pratica. E uma lei muito complexa, de di-
ficil adaptacao para as empresas, mas por outro lado tém existido
muitas coimas nesta area, o que demonstra alguns resultados na
regulacao. A tentativa da Unido Europeia de regular a tecnologia
¢ de saudar, particularmente porque o RGPD tem como objetivo
proteger os nossos direitos fundamentais.

Além disso, a tentativa de pressionar os Estados Unidos a
adaptar os seus modelos é importante, embora ainda com poucos
frutos. A maior parte dos grandes players mundiais, como a Micro-
soft, a Google ou a Meta, tém colaboragdes com o Estado norte-a-
mericano em matéria de tratamento de dados e de vigilancia, indo
buscar os dados ao setor privado e tratando-os em larga escala
para vigiar e prevenir ataques terroristas. A Unido Europeia tem
vindo a usar o RGPD para tentar contrariar esta tendéncia, com
vista a alterar as praticas abusivas e vigilantes dos Estados Uni-
dos. O Presidente Biden ja anunciou algumas adaptagdes nos pro-
gramas de vigilancia, e o recente acordo de principio entre a Unido
Europeia e os Estados Unidos para um novo enquadramento de
transmissao de dados é um passo positivo.

Daniela Braga assinalou ainda uma diferenca relevante entre
a Unido Europeia e os Estados Unidos relativamente a aplicacao
ética dos algoritmos e aos cuidados necessarios nessa area. No
geral, a Europa é uma forga regulamentar que tem pouca expe-
riéncia de como as coisas acontecem no terreno. Nesse sentido,
todas as salvaguardas impostas (nomeadamente ex-ante) podem
impedir a aplicabilidade pratica, porque é exatamente na vida real
e através dos testes concretos regulares com clientes que se des-
cobrem os blind spots. J& os Estados Unidos propiciam um terreno
6timo por causa da dimensao e do financiamento, para se poderem
cometer erros e fazer também progressos em escala.

A Europa tem ainda grande dificuldade em construir uma
autonomia tecnoldgica ou em ter qualquer controlo das cadeias
de abastecimento necessdrias a industria, num mundo em que a
China representa 98% do aprovisionamento de metais raros que
sd0 necessarios as novas tecnologias em desenvolvimento, sejam
elas digitais ou energéticas.

A esse propoésito, Manuel Jodo Ramos considerou que, sendo
o controlo das redes energéticas absolutamente fundamental para
as redes digitais, a Europa esta numa posicao marginalizada nesse
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Graca Canto Moniz contradicted the idea that the RGPD
is not enforceable or applied in practice. It is a very complex
law, difficult for companies to adapt, but there have also been
many penalties in this area, which demonstrates some results
regarding regulation. The European Union's attempt to regulate
technology is to be welcomed, particularly as the GDPR aims to
protect our fundamental rights.

Furthermore, the attempts to pressure the United States
to adapt its models are important, although with little fruit yet.
Most of the major world players, such as Microsoft, Google or
Meta, collaborate with the US State in data processing and
surveillance, collecting data from the private sector and pro-
cessing them on a large scale to monitor and prevent terrorist
attacks. The European Union has been using the GDPR to try to
counteract this trend, with a view to changing the United States'
abusive practices in surveillance. President Biden has already
announced some adjustments in surveillance programmes and
the recent EU-US agreement on a new framework for transat-
lantic data flows is a positive step.

Daniela Braga also pointed out a relevant difference be-
tween the European Union and the United States regarding eth-
ical application of algorithms and the necessary precautions in
this matter. Overall, Europe is a regulatory force that has little
experience of how things happen on the ground. In this sense,
all required safeguards (notably ex-ante) can prevent practical
applicability, because it is exactly in real life and through regu-
lar concrete tests with clients that blind spots are discovered.
The United States, on the other hand, enable an excellent play-
ground due to size and funding, to be able to make mistakes
and achieve progresses also in scale.

Europe still has great difficulty in building technological
autonomy or in having any control over the supply chains nec-
essary for its industry, in a world where China accounts for 98%
of the supply of rare metals needed for evolving new technolo-
gies, whether in the digital or energy sectors.

In this regard, Manuel Joao Ramos considered that, since
the control of energy networks is absolutely fundamental for
digital networks, Europe is being completely sidelined in this
confrontation. Overall, the possibility of Europe's shift towards
the periphery is linked to an inability to expand - mentalities,
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confronto. No geral, a possibilidade de “periferizacdo” da Europa
esta ligada a uma incapacidade de expandirmos - as mentalidades,
as relagdes, a compreensao - para @ do mundo euroamericano
ou “ocidental”. A Organizacgao para a Cooperagao de Xangai ¢ um
exemplo da progressiva consolidagao de interesses economicos,
comerciais, bancarios e energéticos que ligam, na pratica, mais de
metade da humanidade. Encontramo-nos perante a evidéncia de
um corte entre a Europa e o mundo asidtico, em gue estamos cola-
dos e, de certa forma, vassalos, do tal mundo oceanico, em grande
medida anglo-saxdnico.
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DEBATE

Os oradores debateram a dificuldade de atuar neste ecossis-
tema de forma local, designadamente para garantir a seguranga,
numa arquitetura que é totalmente global. Verifica-se que a Euro-
pa tem uma abordagem de afirmacao de valores, e que o valor da
privacidade é completamente diferente relativamente a China ou
aos Estados Unidos. A questao é se a Europa consegue, por soft
power, e tendo em conta o seu papel na transformagao digital até
agora, afirmar estes valores através da regulagao.

Graga Canto Moniz salientou que é impossivel garantir um
risco zero relativamente a possibilidade de ciberataques e de viola-
¢ao dos direitos de privacidade e prote¢ao de dados, pelo que todas
as organizacdes, da mais pequena a maior, estdo obrigadas a fazer
gestdo de risco nesta area - algo que estd muito presente nas ulti-
mas tentativas de regulacao da Unido Europeia. Em relagao ao que
as organizagoes e empresas podem fazer, Soumitra Dutta acres-
centou que a recomendagao é compreender os seus dados de uma
forma estratégica. Tendo em consideragao que nem tudo pode ser
protegido da mesma forma, € importante entender quais as partes
realmente fundamentais desses dados e fazer o melhor para pro-
teger um conjunto restrito - e isto é valido tanto para departamen-
tos de defesa como para empresas privadas, por exemplo.

Existem poucos paises no mundo com capacidade para exer-
cer vigilancia massiva, quer sobre os seus cidadaos, quer fora do
seu espaco de soberania, sendo os Estados Unidos um deles. A
este proposito, Soumitra Dutta sublinhou que existe uma corrida
entre a China e os EUA para a recolha do maior nimero de dados
possivel a nivel mundial. Nomeadamente, no dmbito do acordo
NAFTA recentemente renegociado, uma parte chave consiste em
permitir a transferéncia gratuita de dados financeiros pessoais en-
tre o Canada, México e os Estados Unidos; e dados europeus estao
agora também a ser enviados para os EUA. A China estd a fazer o
mesmo relativamente aos paises BRI parceiros e as nagoes africa-
nas com as quais trabalha.
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The speakers discussed the difficulty of acting locally in
this ecosystem, including in guaranteeing security, in an archi-
tecture that is completely global. Europe has a values-based
approach, and the value of privacy is completely different com-
pared to China or the United States. The question is whether
Europe can, by its soft power, and considering its role in the
digital transformation so far, assert these values through reg-
ulation.

Gracga Canto Moniz stressed that it is impossible to guar-
antee a zero risk regarding the possibility of cyberattacks and
violation of privacy and data protection rights, so all organisa-
tions, from the smallest to the largest, are obliged to carry out
risk management - something that is very present in the latest
regulations attempts by the European Union. Regarding what
can organisations and companies do, Soumitra Dutta added that
the recommendation is to understand their data in a strategic
way. Considering that not everything can be protected equally,
it is important to understand the really important parts of their
data and then do their best to protect that smaller subset - and
this is valid from defence departments to private companies.

There are few countries in the world capable to do massive
surveillance, either over their citizens or outside their area of
sovereignty, the United States being one of them. In this regard,
Soumitra Dutta underlined that there is a race by China and
the US to collect as much data worldwide as possible. Namely,
under the recently renegotiated NAFTA agreement, a key part is
allowing for free data transfer of personal financial data across
Canada, Mexico and the US; and now European data is also go-
ing to the US. China is doing the same with its BRI partners and
African nations that it works with.

There is also a competition in other strategic areas like
semiconductors, fuel production and developing a new set of
supply chains, that can overcome the current fragmentation
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Verifica-se também uma competicdo noutras areas estratégi-
cas como 0s semicondutores, a producao de combustivel e o de-
senvolvimento de um novo conjunto de cadeias de abastecimento
que possa ultrapassar a atual fragmentacao e interdependéncia
(uma vez que, por exemplo, as varias partes da cadeia de semicon-
ductores sdo produzidas nos EUA, China, Taiwan, Coreia do Sul).
Serd que existem as capacidades necessarias para lidar com as
complexidades informacionais para desenvolver este tipo de siste-
mas segregados em que alguns paises sao excluidos das cadeias
de abastecimento? Os Estados Unidos e a China certamente farao
0 que estiver ao seu alcance para realizar essa intengao, nomeada-
mente 0s investimentos necessarios para conseguir esse tipo de
independéncia e lideranga nestas areas criticas. A grande questao
¢ saber em gue ponto se posiciona a Europa neste contexto.

Na audiéncia foi referida, também, uma sensacao de contra-
dicdo e dualidade entre aquilo que &, na pratica discursiva, a ne-
cessidade de regulamentagao e protecao dos cidadaos, e o plano
préatico, onde se assiste a dificuldade de controlo sobre que tipo
de dados sao recolhidos (e até enviados ou vendidos aos Estados
Unidos) e a falta de capacidade de acompanhar dindmicas como
as da inteligéncia artificial, que estdo sempre a frente da regula-
mentacdo. Além disso, pode existir o risco de alguma legislacdo
supostamente protetora acabar por ter o efeito contraproducente
de restricdo de garantias e liberdades (incluindo a liberdade de
expressdo) hd muito tempo consagradas na Europa.

A este proposito, Daniela Braga alertou para a (co)existéncia
dos “dois lados da mesma moeda”: por um lado, todos as pessoas
entregam uma grande quantidade de dados por vontade propria e,
por vezes, em nome do bem comum (por exemplo, uma predicao
num mapa da Google ou da Apple de chegar mais rapido a um
destino nas rotas dos mapas) e um outro lado invasivo em gue
existem estratégias agressivas para recolher dados (em que se
verificou, na préatica, rastreabilidade individual, como em alguns
paises no caso das quarentenas durante a COVID-19). Tudo tem de
ter peso e medida.

Atualmente, as pessoas nao tém muita soberania sobre os
dados, porgue ainda nao entendem o que isso significa e nao tém
instrumentos para os controlar, mas Daniela Braga considera que
o0s dados deveriam ser pagos as pessoas pelas empresas que 0s
pretendem. Essa é uma evolugado possivel que daria maior sobera-
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and interdependence (for instance, various parts of the sem-
iconductor supply chain are made by American, Chinese, Tai-
wanese, Koreans). Are there the necessary capacities to handle
the informational complexities to develop these kinds of segre-
gated systems in which some countries will be excluded in the
production chain? The US and China will certainly do whatever
it takes to get it done, whatever investment required to actually
get that kind of independence and leadership in those critical
areas. The big question is where Europe stands in all of this.

The audience also mentioned a sense of contradiction and
duality between what is, in discursive practice, the need for reg-
ulation and citizens’ protection, and the practical level where
there is difficulty in controlling what type of data is collected
(and even sent or sold to the United States), and the lack of
ability to keep up with dynamics such as artificial intelligence,
which are always ahead of regulation. Furthermore, there may
be a risk that some supposedly protective legislation ends up
having the counterproductive effect of restricting guarantees
and freedoms (including freedom of expression) long estab-
lished in Europe.

In this regard, Daniela Braga pointed out the (co)existence
of “two sides of the same coin”: on the one hand, all people
hand over a large amount of data voluntarily, and sometimes
for the common good (e.g. a prediction on a Google or Apple
map of reaching a destination faster on the map routes), and
another much more invasive side in which there are aggressive
strategies to data collection (in which individual traceability
happened in practice, as in some countries in the case of quar-
antines during COVID-19). Everything has to be balanced.

Currently, people do not have much sovereignty over data,
because they still do not understand what it means and do not
have instruments to control them, but Daniela Braga considers
that data should be paid to people by the companies that want
it. This is a possible development that would give greater sover-
eignty to citizens over what they intend (or not) to share.

Lino Santos reinforced the idea of moderation and propor-
tionality, stating that it is not possible to have a welfare state
without citizen data, i.e., public policies in all sectoral areas need
this data, but the most important is to ensure that this data vol-
ume is collected in proportion to what is needed to enforce these
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nia aos cidadaos sobre o que pretendem (ou n3o) partilhar.

Lino Santos reforcou a ideia de moderacao e proporcionalida-
de, afirmando que ndo é possivel ter um Estado social sem dados
dos cidadaos, ou seja, as politicas publicas em todas as areas se-
toriais precisam desses dados, mas o importante é assegurar que
esse volume de dados é colecionado na proporgao correspondente
ao que € necessario para aplicar essas politicas e prestar estes
servigos. A Unica forma de o garantirmos ¢ através da regulagéo e
da sua aplicagao eficaz.

A tentativa de regulacao por parte da Unido Europeia tem o
aspeto positivo de incorporar uma mudanga de discurso e de pers-
petiva na forma como abordamos a tecnologia. Em vez de dizer-
mos que a tecnologia é neutra - porgue ndo o é - e que depende
apenas do bom ou mau uso que fazemos dela, a Unido Europeia
tem tentado tentar olhar, compreender e prevenir os impactos ne-
gativos gue a que a tecnologia possa vir a ter na nossa sociedade.

Nesse contexto, Graga Canto Moniz salientou o esforgo ao ni-
vel das pequenas e médias empresas para realizar as adaptagoes
necessarias e ir ao encontro do que o RGPD exige, seja por ques-
tdes ligadas a reputacdo (uma vez que a opinido publica pode facil-
mente arrasar a reputacdo de uma empresa por falhas nesta area)
seja pelas coimas pesadas que podem sofrer por incumprimento.
Em Portugal tem havido muito poucas sangoes, o que alerta para a
dificuldade de fiscalizagao da lei, por falta de meios e de recursos.

A nivel do Direito Internacional, ndo tem havido uma capaci-
dade de resposta adequada aos desafios nestas dreas. Existe uma
Convencao promovida pelo Conselho da Europa, a qual aderiram
paises de todos os continentes, mas a adesao nado foi massificada
e os Estados Unidos nao fazem parte. A Unido Europeia tem tido a
ambicao de regular para o mundo, adotando um conjunto de solu-
¢Oes relativamente a tecnologia, a protecao de dados e outras ndo
s6 a nivel interno mas com a intengdo de as exportar. Em alguns
casos tem sido bem-sucedida, como é o exemplo do Brasil relativa-
mente a protecao de dados, ja que isso tem consequéncias a nivel
das trocas comercias. Lino Santos também referiu o exemplo da
intengao do Conselho da Europa em criar uma Convengao para a
inteligéncia artificial, com essa motivagao de universalizar o regu-
lamento que esta a ser preparado na Unido Europeia.
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policies and provide these services. The only way to guarantee
this is through regulation and its effective application.

The European Union'’s attempt to regulate has the positive
aspect of incorporating a change of discourse and perspective
in the way we approach technology. Instead of saying that tech-
nology is neutral - because it is not - and that it depends only
on the good or bad use we make of it, the European Union has
been trying to look, understand and prevent the negative im-
pacts that technology may have in our society.

In this context, Graca Canto Moniz highlighted the effort
by small and medium-sized companies to make the necessary
adaptations and meet the GDPR requirements, whether for rep-
utation reasons (as public opinion can easily destroy a business
reputation for failures in this area) or the heavy penalties they
may suffer for non-compliance. In Portugal there have been
very few sanctions, which points to a difficulty in law supervi-
sion and enforcement, resulting from a lack of means and re-
sources.

International law has not been able to provide adequate
responses to the challenges in these areas. There is a Conven-
tion promoted by the Council of Europe, to which countries from
all continents are part of, but membership was not widespread,
and the United States is not a member. The European Union has
had the ambition to regulate for the world, by adopting a set of
solutions regarding technology, data protection and others, not
only internally but with the intention of exporting them. In some
cases, it has been successful, as is the example of Brazil with
regard to data protection, as it has conseguences in commer-
cial exchanges. Lino Santos also mentioned the example of the
Council of Europe's intention to create a Convention for artificial
intelligence, with the motivation of universalising the regulation
that is being prepared in the European Union.
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